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Everything is connected <

Projected global revenue of the "Internet of Things" from 2007 to 2020

et Manufacturers have an economic interest

e Data collection and processing

* New business models: data reseller, targeted ads, etc.
- Competitors do loT, hence we must do loT

- Competitors don’t do IoT, let’s be the first one!

Customers have their own interests (do they?)

* Connectivity is needed, mobility is important
e Statistics and remote control
* Convergence and interconnection with devices and services

* More functionalities than non-loT product, reasonable price

* Non-connected version is not available

Connected products are the new normal



Why loT security matters? < enisa

Security of 10T is important

// / —\/ e Rapid technological evolution
y e Reliance on third-party components, hardware and
&

software

Many vulnerabilities with impact on EU citizens

e Security required for the whole lifecycle of 10T products
and services

loT security is currently limited

* |nvestments on security are limited

* Functionalities before security

e Real physical threats with risks on health and safety
* No legal framework for liabilities

e Security is difficult to assess (multiple dependencies,
3rd-party APIs, etc.)

loT brings smartness and new security challenges



loT at the heart of Smart Infrastructures -

3 Do’ @ Current challenges of loT

Bluetooth

//'em“ e Capacity-limited devices

* Data exchange with other devices and remote services
* No regulation on data ownership

* Interaction with the physical world (cyber-physical
(&l) OpenXC WiirrEELIng systems)

D T ze-"-a 333““

Apple CarPlay

carveyant ¥ axway

Threats and risks of loT devices and services

* Threats are diverse and evolve rapidly

Several loT manufacturers are not expert in security

Data collection and processing may be unclear to users
* |mpact on citizens’ health, safety and privacy



An increasing number of threats ey

SR PR—— THE INTERNET OF THINGS 1S
Study Says Internet o WILDLY INSECURE — AND
Things Is As Insecure As OFTEN UNPATCHABLE

Ever
08 loT Reality: Smart Devices, Dumb Defaults

HP Study Finds Alarming Vulnerabilities with Internet of
Things (loT) Home Security Systems

HP Fortify OnDemand finds that 100 percent of top security systems studied
display significant security deficiencies

The Internet of Things has a vision problem

Rob Enderle | Fottow
I

Researchers show that loT . o
devices are not designed with ~ “Internet of Things” security is hilariously

security in mind broken and getting Worse .. s wo -z 2016 seopmeer

IDG News Service



Threat taxonomy for loT * opisa
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Smart Cities

Smart Homes

Intelligent
Public Transport

Smart Airports

Definition of the perimeter

e Devices

e Data exchange (including network infrastructure)

SCADA

- andIndustry4.0 e | ocal and remote services (e.g. Cloud, etc.)

ENISA develops expertise to secure loT

- e Evaluation of threats
eHealth ) ) .
* Promotion of security good practices
// e Stakeholders engagement
@ * Awareness raising
Smart Cars e  Community expert groups

e Liaison with policy makers

ENISA provides guidance to secure loT against cyber threats

11



New and emerging risks

* |CT Dependency is generalised

* Cohabitation between IP-connected systems and
older (legacy) systems

 Data exchange integrated into business processes

Threats with consequences on the society

20:10 * Economical consequences, but not only

Out of order * Smart Infrastructures’ operators’ are not security
‘ experts

e Lack of clarity on the concept of “cyber security”

Cyber security measures are not only technical
but also operational and organisational
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Cybersecurity for ICS SCADA 7 enisa

Protecting Industrial

Control Systems. Window of
Recommendations for exposure... a
Europe and Member real problem Certification
States for SCADA of Cyl?er ‘
ICS Security systems? ot 1CS/cADA
EuroSCSIE  Stakeholder Can we learn Good Practices for professionals
from SCADA an EU ICS Testing
Group security Coordination
incidents? Capability

'a-“ *!

Information Community Lessons

@5 5 656650

To find out more about ICS SCADA systems visit www.enisa.europa.eu/scada

Latest study on ICS SCADA maturity models released
in December 2015
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loT In Smart Homes R
, enisa
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Towards an automation of the home
for an improved quality of life (comfort, energy reduction...)
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Securing Smart Homes «

Security concerns

 Manufacturers don’t invest in security
% e Security and privacy are closely linked
8 e Difficult to secure the entire lifecycle of

@ r @ products
&=

Smart appliances Sm t
h

% %% war
@ ? ENISA proposes to:
OGO

// . .
ieor s Q Establish security procurement guidelines
e Define a framework to evaluate the security of
products

e Support security-driven business models

Smart Homes present a real risk to the safety and privacy of citizens
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loT in Intelligent Public Transport S

, enisa

* *
x *

2015 studies

 Architecture model of the

PRIVATE AND

Do e E transport sector in Smart Cities
e o B i e e Cyber Security and Resilience of
s = . Intelligent Public Transport. Good
= f practices and recommendations
< T ] Objectives
=) @ D b'e * Assist IPT operators in their risk
v g assessment
1 ™ mt  Raise awareness to municipalities
ﬁ and policy makers
i s * Invite manufacturers and solution
Reguators vendors to focus on security

https://www.enisa.europa.eu/smartinfra
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Securing Intelligent Public Transport /.,

enisa
* x

*x ¥
ENISA good practices

* Secure organisation, people, processes
e Secure third-party dependencies

e Applicable before, during or after an incident

enisa

ENISA recommends operators and deciders to:
®

Cyber securi
architecture mod

* Develop a clear definition of security requirements
* Integrate cyber security in corporate governance
* Promote public/private collaboration on cyber security

To be efficient, good practices require support by all actors
(manufacturers/vendors/service providers/other operators...)
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loT In Smart Cars + erisa
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DAMAGE / LOSS
(IT ASSETS)

Smart
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Threats
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- \\&
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pLe

FAILURES /
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ABUSE

Denlal of service
Malickous code / software actvity
Manipulation of hardware & software
Manipulation of Information

Unauthorised access to information system /
network

Compromising confidendal Information
Identity fraud
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£ systems
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e
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A
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INTERCEPTION / HUACKING

Interception of information
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Repudiaton of actons
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Securing Smart Cars **

Importance of security for safety

e Several threats

Q  Manufacturers need guidance to act

ot -

T  ENISA to identify and promote good practices
el Cyber security for smart cars is gaining attention

Operators

Ja\

Service Policy

Rt makers e Standardisation effort is too long

e Lots of security guidelines in development

* Lack of expertise safety+security with a vehicular
background

Secure Smart Cars today for safer autonomous cars tomorrow
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loT in Smart Airports

x
x
x
* *
The objective of this study is -
to improve the security and ® <
resilience of airports and air PR RN
traffic control to prevent

Airlines

disruptions that could have
an impact on the service
being delivered and on the

* %k \/
o gy ! "‘.’I h
p a SS e n ge rS . : &/ : Concessionaires \
LS
EU organtza tions Surface transport
operators
-
Local government
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Preliminary Findings — Smart airports .,

* *
x *

Variety of cyber security practices in airports
* Lack of EU regulations on cyber security of airports

* Lack of guidelines on network architecture, ownership, and remote
management

* Evidence-based vulnerability analysis metrics and priorities
* Threat modelling and architecture analysis

* Information sharing

* Multi-stakeholder enable security technologies

* Appropriate Security Governance model

e Skillset of experts — safety vis a vis security
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Securing Smart Airports ¥ enisa
** x>
ENISA recommendations
X oF .
Operators vaacwres — © Propose solutions to enhance cyber security

* Targeted at Policy makers, transport Operators,
1T Critica Manufacturers and Service providers

assets

i\

Service
providers

Key recommendations (excerpt)

O..O‘. * Promote collaboration on cyber security across Europe

Integrate security in business processes
* Develop products integrating security for safety

Cyber security for Transport requires a global effort
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loT in Hospitals and eHealth < onisa

Security concerns

///l * Protect patient confidentiality

* Improve security and resilience of hospitals
information systems

* Protect connected critical assets with an impact
on health

ENISA proposes to:

* |dentify common cyber security threats and
challenges

* Present mitigation measures to address them

e Support pilots in hospitals across the EU

Hacking the Heart
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[ ] [ ] * *
ENISA actions in 2016 ¥ enisa
* *
*x %

ENISA sectorial guidance

* Understand threats and assets

* Highlight security good practices in specific sectors

- Smart Hospitals ut Soon

. . (o)
- Smart Cars Pub'lcat'ons
- Smart Airports
* Provide recommendations to enhance cyber security

Security evaluation of loT frameworks

e Assess security measures in loT frameworks and APIs
* Understand common security aspects between sectors

ENISA expert groups

 Engage with communities
e Sectorial groups (Smart Cars, Intelligent Public Transports, eHealth)

Collaborations with the European Commission

All stakeholders must collaborate to enhance loT security
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Recommendations to secure loT K

Generic good practices

o i:4

INTEGRATION i

@ :

USAGE UNTIL
END-OF-LIFE

Raise awareness of manufacturers and suppliers
Define security management at organisational level
Develop information exchange on threats and risks
Promote a common cyber security framework
Reuse existing good practices from other domains

ENISA to provide guidance to secure the lifecycle of loT

Develop cross-sector baseline security measures
Develop sectorial good practices

Foster information exchange through ENISA Experts
Groups

https://www.enisa.europa.eu/smartinfra
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Conclusion K oic

loT security in general

e Security by default is a must

O . ‘ O ‘ * |loT vendors must secure the entire lifecycle of products

* Harmonisation of minimum security features needed

ENISA efforts

Protect * Focus on security for safety
c°0perate * Engage and foster collaboration with manufacturers,
developers, users
Exchange * Reuse loT security good practices from other domains

) e Secure the entire lifecycle of products and services
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Thank you

@ PO Box 1309, 710 01 Heraklion, Greece

@ Tel: +30 28 14 40 9710

info@enisa.europa.eu

@ WWW.enisa.europa.eu
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https://www.facebook.com/ENISAEUAGENCY
https://www.facebook.com/ENISAEUAGENCY
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://twitter.com/enisa_eu
https://twitter.com/enisa_eu
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http://www.enisa.europa.eu/

